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Moans of Communication 


Communications are oonsidared to bo of real importance by 
tho Soviet Russian Command. Thoro nro nuiaorous instructions 
stressing the importance of porfoot signal links and dealing with tho 
training of signals soldiers. Tho Most Simple, mobilo or 
electriaal, moans of communication suitoblo for the oaoasion 
are used for tho setting up and maintenanoo of signals links. 

Tho Most Simple Means of Communication 

The Soviet Russian Amy made more uso of the most simple ; 

methods of oonruuiiaation than any othor armies. Tho smaller 
Quits (Assault sootions, rooonnaissonoo and scouting sections, spy 
groups) soorod tho groatost successes of ton when using the m>st primitive 
moans of conveying signals (bioyolo or n/o dospatoh ridors, ihessago 
dogs, snow shoo messengors) as the main or supplementary means of 
ooraraunia ation. 

Report Collecting Centre . (IIOCT C<5opa ^OHeCGHPlft /nc/-/nc r l/) 

All reports obtained by employing the simplest methods of 
communication aro delivered to the report collecting contro and oro 
passod on further from hero. This takos place either by land line or wiro- 
less, or likewise by tho use of the simplest methads. If a groator distanoo 
is to bo oovored a Report Hoholon ( JieTy^iaH ITOMTa) 
is set up. Tho report collecting centre is situated at a 
"Communloations Junction" - a signals centre at which all of tho 
means of communication are co-ordinated. 

Communi cations Junction (y3ejl CBH3I1 / yC / ) 

The OC of the communications junction is the NUS ( Ha^iaJIBHHK 
y 3 jia CBH3K)* During operations the communications Junotion'is sot up in 
\he inrnodiate vicinity of the Battlo HQ (KOMaHflHtlS IiyHKT /KIl/) 
and it effects a centralisation of all the means of communication at tho 
disposal of tho unit commander. Tho way tho communications junction 
is sot up depends on tho unit and tho task it has to fulfil. At 
tho communications junction at a Rogi mental Battlo HQ wo find: 

a) A Wireless Exchango (pajljllO y36JI ), ’ i.o. tho 

Chief Wireless Station which has to maintain contact with tho 
subordinate and higher stations. 

b) A Telephone Exchango ( I^eHTpaJIBHafi T6JI6tf)0HHaH 

CTaHIiHH / IJTC /). '/ * "/ 

o) Report Collecting Centre ( nyHKT Ctiopa flOHeceHHH /nC fl/ ) . 

d) Air Observer and Ccimmuni cations Station (BOSJjyillHOG HatfJIIOflG- 
HK6 OnOBeiqeHIie H CBH3B / BHOC / ). Observation 

and warning station which keeps in touch continuously with tho observor 
aircraft. 
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'/ n) Air Oommuniontions Station ( nOCT B03flymH0ft CBH8H 

/ ItBC / ) . Their- f unction 1 b to maintain communications with 

j the help of aonnunioations aircraft ( caMOJieT CBB8H) 

At Company and. Battalion battle HQ’s the Air Communications end Air 
Observer Static n is often Replaced by a Signals Station ( aBIIO- 
CHrHQJIBHHft ITOCT) 

f) Commmications Reserve ( peaepB CBHSR ) 

At the larger units, suoh as divisions. Reporting Centres ( rbjIOBHOft 
rrOCT CBH8H ) are also occasionally set up. / 


Mobile Means of Communication 

Of the mobile means of communication the following were chiefly 
used: 

a) Bicycle and n/o despatohriderB with Report Echelons and 
columns on the marah. 

b) Aircraft for the speedy delivery of documents and for the 
transmission of information via the Air Cororaunioatiohs 
Stations (nOCT BOSflyMHO# CBH8II / nBC /) 


Electrical Means of Communi cation 
The following were used: 

1) Telegraphy 

a) Line Telegraphy Baudot 2-channol, the teleprinter CT> 34, 
morse facsimile recorder and even the Hughes Apparatus. Line 
telegraphy was used for lateral connection between adjacent Front 
Staffs, on lines from the Front Staffs to the General Staff, 
from Front Staffs to armies and presumably down to divisions. 

It is most probable thrt the carrier frequency procedure was employed 
but it has not been confirmed. 

b) Wireless Telegraphy Machines: Baudot 2-ahannel, high spoed morse* 
Employed on lines between the General Staff and Front Staffs, 'from Front 
Staffs to Assault Armies and from a few high Air Force HQ’s in 
traffic with General Staff, Moscow. Hand-key morse was employed 
in ell networks from Front Staffs inclusiva downwards. 

2) Telephony 

a) Line Telephony The " yHd-IT " telephone- (inductor call) 
was used for the "networks inside the HQ's ( BHyTp©HHBH CBH8B) 
and the " yHG.-$'' " " {buzzer call) for the tactical networks at 

the front ( dOCPSJI 0BH8B ). In networks in the L.of C. areas 
" T&M n and other telephones were used. 




/ 
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b) Wireless Telephony . Used by regiments inclusive '^owvwards. 
For employment see the individual networks. 


Operational Army Network 


i) Operational Network of the General Staff 

There were line connections from the General Staff to the 
Front Staffs and' the 2-ohnnnel wireless teleprinter (Baudot) was 
used here as the Chief means of connuniortion. The 2-*ohonnel 
teleprinter (Baudot) on' lfihd line and' probably the teleprinter 
( COBGTCKnfl TOJTGTattH ‘ 0T-3ip)-weTe used for 

double banking (fly (XJHipyWIIieG cpO^CTBO OBH8H) 

This would be represented diagrcmmntionlly ns follows: 


General Stales 
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There is no wireless teleprinter link between the individual 
Front Staffs. If, for instance a message is Bent from the first 
White Russian Front to the seoond White Russian Front, it goes via the 
General Staff, Moscow. Messages of that type could be recognised 
from the preamble: 

08 Hetfo Hp 300/16 3/520 1410 2120 qepee ptjttb/ » 


^yHELfl mo mn$poBKa 

H8 He(5o Hp 300/16 3/520 1410 2120 q/ pTjrTB 
2 Bejiopy6cKHS $pOHT 


Messages from the stations subordinate to the Front Staffs were 
also sent to Moscow. In such a case the oover none of the station 
passing the message on was omitted and only the oover name of 
the transmitting station was mentioned in the preamble. 

In the points of main effort there were two wireless 
teleprinter links from Front Staff to Genercl Staff, They 
operated simultaneously and with the same cover names but 
on different frequencies. 

The messrges transmitted were concerned with 
operational reconnoisEanooand operations reports, NKVD messages, 
correspondence of the Personnel Department and of the Department 
for Line of Cocuunioatian Services. Traffic was, with few 
exceptions (Orders of the Day, Conrauniques) encoded and in this connection 
the following were u3ed:- 

5-letter and 5-figure codes for operational orders: these 
were so-oalled Blooknot codes, which were only used once and were 
therefore almost unbreakable, These Blooknot codes were used by 
the General. Staff, the Front Staffs and the armies (very little 
here, however) . Less important material was enooded by the 3- 
figuro and V-figure oode. They were usually messages to or, from 
the subordinate stations cf the Front Staff. In addition a 
fciaohine aypher teleprinter system ( M Bandwurm M ) was used. 

Conforming to the peculiarity of the traffic the stations 
were not designated by call-signs but by oover names which change 
on all lines simultaneously but at irregular intervals of time. 

No system could be determined in the change of oover names although 
the same oover names always keps reappearing. 

These stations used frequencies from 1*5 mos to 12 uos. 

The wireless stations at General Staff and at the Front Staffs 
were technically arranged so that they could be used both for 
wireless teleprinter traffic and also for high-speed morse 
telegraphy. The use of the high speed morse procedure was observed 
for the last time about a year ago. 
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II) The Network of the Front Staffs . 

Links wasted from the Front Staff to the subordinated armies, 
assault armies and armoured, artillery and air foroe units. 

The following links exist from the Front Staff 
To the armies :- 

a) Wireless Link, In this network all arraieB communicated with 
the front Staff and with each other (network traffio) . Hand morse was 
used exclusively in the wireless traffio of these networks, 3, 4 

and 5 figure codes were used for encoding, very important operational 
orders were enocded by means of the Blocknot oode. The individual 
wireless stations of the network have different reoeiving 
and transmitting frequencies, mostly alose to eaoh other, 

b) Line Connection: Telephone, teleprinter ( CT 34) and 
presumably teleprinter (Baudot 2-channel) connections. To the 
assault armies and unite with special tasks: 

o) Wireless, wireless teleprinter (Baudot) and "Hell"-type 
wireless teleprinter traffio (Line traffio). The wireless teleprinter 
traffio between the Front Staff and the assault armies oan 
easily be distinguished from the wireless teleprinter lines from 
the General Staff to 'the Front Staff since they use low frequencies 
(1*5 mes to 2*5 mos.) and transmit with modulation. These lines 
also make use of cover names; the oover name of the Front Staff 
is the same for both lines (Front Staff - General Staff, Front 
Staff - Assault Amy), Call-signs are used in the wireless line 
from the Front Staff to the assault army. The call-signs of the 
Front Staffs are different in the different networks as 
ojq->oaed to the cover names of the wireless teleprinter lines. 

The subordinate stations of the Front Staff have cover names, 
in addition to call-signs. In contradistinction to call signs, wh'ioh 
varied irj the different networks of the same units, the cover 
names remain the some. These covet names appeared in messages 
which were passed on from the Front Staff to the General Staff 
end they probably remained the same in the land line network also. 
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Hi) Amy Networks . 

The amy networks are not uniform. This ifc explained by the foot that 
the armies are made up differently according to their tasks. The 
composition of the armies was clearly Been from the wireless pioture 
of the arny networks and important dues to the identification of 
units and the taotidal duties of the amy were obtained.. The any 
wireless stations are in communication with the subordinate 
divisions and with the artillery, armoured, engineer and air forae 
units allocated to then. An army can have one, two or erven 
three networks according to the number of units subordinated and 
allocated to it. Amy wireless stations of various networks use 
different call signs. The subordinated divisions oomrauniaate with 
each other in the army network, neighbouring divisions of two amy 
networks have a lateral connection. The allocated units oonnunioate 
with the army wireless station only (linos in the onty network) 
and constitute, With lower formations, their own network with 
their own call-signs. In this network the lower formations can, 
similarly, oommunioate with each other. If these lower formations 
(artillery regiments, engineer battalions, armoured brigades) are 
subordinated to individual divisions they also appear in the 
network of the respective divisiohl 

Amy Corps were not observed in this rietwork^ Only very 
seldom did the Rifle Corps appear as on amy [Heer] formation. 

A few Rifle Corps were noted at the beginning of the war but by 
Autumn 1941 they had completely disappeared and Guards Rifle Divisions 
then appeared. These were put in at Sohwerpunkts and the set-up 
of their wireless networks varied, like those of the Assault 
Armies. There wo s a line between them and the Front Staff to which 
they were subordinated. 

A line connection (teleprinter and telephone) existed from the 
Amy Staff to the divisions . 

Almost all enciphering and code methods were employed; important 
operational messages were enooded by means of the 5-figure and 
5-1* Iter Blooknot code. The addresses were in the form of 2-figure 
groups . 

(see Appendix 1) 


IV Networks of the Assault Armies 

The mobility of the Assault Amy and the concentration 
of special units in it demand a highly developed wireless network. 
An assault Amy has at least two main wireless stations which 
operate in two main networks with the subordinated units. The 
armoured, artillery, air force and engineer units may form 
their own networks. 
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The units of individual Battle Groups form networks in which they 
operate with each other. The wireless stations of units which have 
speoial tasks are able to call the Assault Amy from the network 
of the Battle Group with the same call-sign. u 

The main wireless station of the Battle Group network is with 
the O.C, of the Battle Group (usually the O.C. of the armoured or 
rifle unit). 

The networks of Assault Armies are distinguished by the very 
lively wireless traffio, which is due to the small number of line 
connections available owing to the mobility of the Assault Amy. * 
Owing to the heavy traffio, dear-text messages were transmitted more 
frequently in these networks than in others. 


V. Divisional Networks 

Each division constitutes a network with a main wireless 
station and six to eight subordinate stations. In the divisional 
network the division oommunioates with its regiments and with 
the units subordinated and allocated to it (for instance artillery, 
armoured etc.). The rifld regiments oommuiiioate with each 
other within the network but ore also able to have a lateral 
connection (with the some call-signs) with the special units 
operating in their sector or allotted to the regiments. In 
general, wireless stations of these units turn up in the 
individual regimental networks. In addition to the 
wireless link there is also a land line connection to the 
regiments from the division. The wireless network is used , 
very little during the preparations for an attack and at times 
there wo s even a ooraplete wireless silenoe. All orders for 
attack were passed on land-lines and the work of the wireless 
stations only began at the commencement of an attack. 

The messages were passed in atde, important operational 
messages were encoded in 5-figure codes. For less important 
messages, 3 and V- figure codes and 2-figure Latin square 
systems were used. 

(see Appendix 2). 

VI ) Regimental Networks 

The regiments form either individual lines to the battalions 
(star) or a network in which the battalions communiaate with each 
other. The armoured units, artillery, assault units eto each have a line 
to the regiment and, in addition, their own small networks or lines 
to each other. The constitution of the wireless network depends 
on the taotical duties and the strength and composition of the 
regiment. Battalions have lines too to advanced positions, 
artillery, observation posts eto. In defence the regiment disposes 
of a very highly developed telephone network. Almost all 
reports and orders ore transmitted via land line. From 
battalion level downwards this network branches out into several 
networks which are sometimes connected to each other by 
exchanges. The artillery, armour etc., also have their own 
telephone networks whioh all extend as far as the most forward and 
roost advanoed positions and observation posts. 
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This traffic is only carried out by wireless during an attack and a 
rapid odvonoe. Hnnd-key morse procedure and R/T wore used 1 
on such occasions, 2- figure Latin Square, and 3“fi8ure and 4-fiS ure . . 
code systems were mainly used for encoding the messages. The 
artillery fire-orders, orders for the movement of tanks during an 
attack, and reports from the observation posts and reoonnaissanae 
aircraft were passed in plain language by R/T and telephone. 

In addition a code table [Signaltof el ] was used by the 
artillery and the armour. The wireless stations of the regimental 
networks end of individual lines of the battalions used call-signs in 
telegraphic traffio and oovemames in telephonic traffic. The 
ooll-sign of the wireless station vros usually composed of three letters 
of the cover name, they were either three consecutive letters or 
three aonsbnants , of the cover name (for instance, " MQ.pKQ. 
a * Map" or ’WpK"), Figure messages were also transmitted 
by R/T. The call-signs and aover names of the armoured units 
end the aii^foroe often "had c nuirierldal suffix, i.e. "KapeTa *V 
• KapeTal "KapeTa2",- 'KapeTa3 subordinate 

stations of the network (individual observation or reconnaissance 
aircraft) adopted this practice. 


The Mr Force Network 

The Air For oe had its own networks, which, as in the army, were , 

set up by each large air force unit. The Sigint control station j 

only concerned itself very little with air force messages and we did not, 
therefore, get sufficient insight into these networks. Three wireless 
teleprinter lines (Baudot) were identified, these went from 
Mosoow (the Head Administration of the Air Force was there presumably) 
to the higher air forces HQ’s (Air Floots ?). The traffio, corresponded 
exactly to that of the wireless teleprinter lines of the G'eneral Staff. 

The messages, which went to Moscow, were mostly "pass-on" 

messages which oame from subordinate units, meteorological stations eto., and 

were re-tronsmitted from Moscow to army HQ's and to the higher HQ's of the air 

force. The wireless teleprinter lines of the air force had 

their own cover names which were changed independently of the cover 

names of the General Staff lines. From the Air Fleet Staff the 

networks branched out to even the smallest units as 

in the Aragr wireless network. The air force wireless traffio 

was distinguished from the any wireless traffio by a few 

characteristics in the messages transmitted, i.e,: 

a) An "X" or some other padding letter between the numerals 
in meteorological messagos. 

b) Special air force expressions in 2, 3 end 4- figure messages 
with an admixture of plain language. 

o) Mentions in plain language messages of take-offs, and 

permission to land and take-off. These messages appeared 
very frequently and thus the network was easily identified. In 
general, very many more plain language messages were 
passed over air foroe networks than over ana/ networks. 

In addition to the operational air force networks there were also 
networks for the ground stations ( PAB - paiiOH aBHOo&BHpOBa HHH)« 

These networks extended over the whole of the Soviet Union 
and were reoognised by their four element ofcll-signs. 
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The air force warning servioe oonatituted a apeoial 
network, which cold be reoognised from the oontents of the 
messages transmitted. These were short messages whioh contained 
details of flying heights, aircraft types, flying route and map reference 
of the position of the enemy aircraft at the time. They were 
mostly transmitted in plain language in telegraphic or telephonic 
traffic (in divisional and regimental sectors). The Air Observer 
and Con*nunioati<_ns Stations (BHOC) of the Gonmunications Junctions 
were in this network also. 

In addition to wireless networks the air force had 
line networks with distant rarnif ioations . There were also line 
connections from the Air Foroe HQ's to Army HQ'b; Baudot 2- 
ohannel, CT 34 teleprinter and other equipment being used. 

The Air Force did not contain a Transport Command and 
these tasks were carried out by Aeroflot. Similarly the training of , 
air foroe personnel, chiefly pilots, was incumbent on this 
organisation. During the monitoring of the traffic of the 
Aeroflot wireless 'network - approximately 30 training "Abteilungen" 
(yqetfHaa DCKaflpHJILH ) "ere intercepted. From the j 
o ntents of the messages it was seen that the training of personnel 
was not undertaken only for the requirements of Aefoflot but was 
chiefly for the needs of the air force. 

At each Front Staff there was a so-called “Group" 
which was named after its 0,0, These Groups had plain language 
addresses. Wireless links existed from the Groups to 
Mosoow in whioh international (fixed, plain language) call-signs were 
used. The Moscow Control Station was called RBET and it was 
situated, like the other Mosoow stations (RBYO, UEV, REFC) of the 
Aeroflot network, in Millerowo near Mosoow. The Aeroflot formations 
allocated to the Front Staffs did not communioate amongBt themselves 
but with the static Aeroflot units near to them instead. 

Networks of the Artillery, Armoured and Engineer Formations 

These arms of the services, like the air force also had their own 
networks, whioh extended from the Corps down to the smallest units. 
Messages transmitted in those networks were distinguished from 
Army traffic by their oontents (i.e. apeoial terminology). The 
appearonoe and concentration of these units or their networks inside the 
Army network permitted conclusions regarding enemy intentions to be 
drawn. 


NKVD Networks 

All NKVD wireless traffio was divided into two main networks, 
i.e-i- 

l) Administration Networks 

The main wireless stations of the network were situated in 
Mosoow. All the larger districts adjacent to each other were linked by 
wireless to Moscow and to each other and thus constituted individual 
networks . These networks were distinguished by well executed 
traffio (partly break-in working). Frequencies from 5 mos to 15 mca 
were used. Traffio was passed at prearranged times with international 
traffio abbreviations. The oall-signs consisted of 4 letters, for whioh 
all letters of the Russian alphabet were used. The group 
separation sign "r " (pa8fl6JI ), characteristic of Russian Anqy 
wireless traffio, appeared very seldom. The monthly distribution 
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of call-signs and frequencies and also the arrangement of 

working times, transfers of wireless personnel eta., were transmitted 

as either plain language messages or circulars. 

The wireless stations usually sent 5-figure messages and; 
less often, 4-figure and 5-letter messages. A peculiarity 
of these messages is that the penultimate group of all the 
above mentioned types of messages contained the date* 

2) Frontier Troops Network 

Sigittt identified approximately ,30 Regiments of Frontieo* 

Troops (nOrpaHIi^HHe IIOJIKH ) on the Soviet Russian 

front, whioh were directly linked by wireless with the Head 
Administration of NKVD troops in Moscow and constituted 
individual networks with it. A star traffic existed between the 
regiments and battalions. The Frontier Troop network was 
distinguished from other networks in exaotly the same way as the 
administration network by call-signs whioh consisted of 4- 
letter groups. The transmitters of the network worked on short 
wave up to 7 mos. 

The messages of the network were encoded by the four and 
five-figure code and in the regimental networks use was made of 
S-^figure systems also. The four-figure code messages of 
the NKVD networks had the date group in the penultimate position. 

The NKVD oode and cipher* systems were subjected to ohonge 
less frequently than those of the Army. The carelessness in 
the encoding of the messages led one to assume that it was not known 
that NKVD messages also were being read by the Germans, 

Railway Troops of NKVD . It is aertain that at least two 
Railway LI visions of NKVD were stationed in the area of the 
German Russian front. One of them was number 32 and two 
armoured trains were subordinated to it. The wireless traffio of 
these divisions was only occasionally monitored by Sigint Control Station and 
in consequenoe no details can be given. 

Wireless Traffic of the Blaok Sea Fleet 

The wireless communication connections of the Block Sea Fleet 
were split up into individual networks, the stations were not numerous. 

The Intercept Service was able ohiefly to piok up the control 

stations suoh as Sebastopol, Rostov and Batum. Traffic was 

not very heavy between Coastal stations and ships or from ship to ship. 

It is also possible, however, that the ships* transmitters 
could not be heard owing to their small power compared to the 
coastal stations and tho great distance from the place of 
interception. 

The frequencies used by the Blaak Sea Fleet were in ranges lower 
than 150 kos, from 200 kos to 400 kos, from 1800 kos to 2500 kos 
and from 4000 kcs to 8000 kas. I do not remember whioh of 
these frequencies were mainly used, for inter-coastal station traffio, 
from ooostol stations to ships and inter-ship traffio. 
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CoZl-signs in this network consisted of 4-figure groups. 

I do not know for what length of time these o nil-signs were 
retained or on what principle they were compiled. 

The procedure signals were almost exclusively 2-figure 
groups, which were also changed. Only the request for receipt at 
the end of a telegram was often passed in dear text (as "qsl ?" or "elk ?") 

The messages were for the most port composed of three-figure 
and five-figure groups (oode system). The preamble at the 
beginning of a message consisted of figures only. Abbreviations, 
suoh as pr (= qta), nr, gr, wr (= Qtr) eta,, which were used in other 
Russian traffic, did not appear here. The dividers (-...-) between 
call-signs and procedure signals or message preambles, and between 
the message preamble and the text of the message were usually 
omitted. This made the external form of the traffic rather 
confusing; one heard a series of figures without knowihg which 
figures constituted a group because the intervals between the . 
call-signs and procedure signals were nearly always obliterated. 

The stations never "tuned-in" but began at onoe with the dolling 
signal. The "to" call-sign was repeated several times. At the 
termination of the aall-signs there was no pause; the "from" - , 

call-sign followed iirmediatoly, This was also usually transmitted ! 
several times, again withollt any interval. Then followed the 
prodedure signals and, if applicable, the telegrams. The group 
divider "r" usual in Russian military wireless traffic was very 
seldom used. 

For example; 


to from contents 


3462 6334 85 47 09 56 - 354 276 986 007 467 qal ? 

On the Herman side no particular value was placed on the 
monitoring of this traffic. 


R/T Traffic 

In the networks from divisional level downwards R/T was 
employed for the passing-in of communications in addition to 
morse traffic. During the latter years of the war the use of R/T 
traffio in these networks increased. This can probably be 
attributed to the foot that the deficiency of trained wireless 
operators was always inareasing. At the beginrj.ng of the war R/T 
traffio, in respect of the opening of traffio, message warning 
signals, and the use of the speller alphabet, was carried out 
stxiotly in accordance with regulations, Suoh was not the case in the 
latter years of the war, the traffio sometimes assumed very free 
forma. R/T traffio was used for passing messages, fire orders 
in the artillery, reports of the Air Warning Service and also for 
conversations anx>ng officers and commanders. Traffic consisted mostly of 
two-figure and three-figure messages, plain language messages and 
figure messages mixed with plain language. The wireless stations used • 
oover name s. The call-signs of these stations were mostly formed 
from cover names, i.e. Map - MapKd, 
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Examples of R/T traffic 

a) Start of traffio - repeated calling of the opposite station, tuning-in, 
oontoot. 


COKOJI' - • • • • - - • 

3anq - 3a/iq - 3aaq 3a*m - 3anq - 3 aaq 

H Coro^i ^aio HacTpcKKy 123456789 10 987654321 
Kan cjttnnH'pe - k^k cjranuiTe - orBenafiTe 
H Cokoji - IIpneM. 


3anq - 3anq - 3anq H Cokoji 

flaw HacTopoMKy 123455789 '10 987654321 
Kan cjiBinniTe - OTBenaftTe - r Cokoji - IIpHeM. 


Cokoji - H 3aaq ~ 

Cjihuiy Bac iuioxo - flaftTe flJiHTejiBHyw HacTpofiKy 
123456789 10 987654321 
H 3anq - IIpHeM . 


COKOJI 

£aw HacTpbliKy - 123456789 10 II 12 13 14 15 16 17 18 19 
20 19 18 17 16 15 14 13 12 II '10 987654321 
KaK cjibiiiiHTe - Bac cjiHwy xoporno 
H Cokoji - IIpHeM - IIpHeM. 


Cjibiuiy xopornO. 123456789 10 987654321 
IIpHeM IIpiieM. 

COKOJI 

OcTaBaSTecB Ha npneMe 
H Cokoji - IIpHeM - IIpHeM 

tu) Change of Frequency, Change-over to Morse Traffio, message 
warning signal. 


Cjibimy Bac iuroxo - Memawr npneMy - nepexuflHl'e 
Ha 8 anacHyio BOjiHy. 

H 3 anq - IIpHeM - IIpHeM 


Pa(5oTaKTe KjnoneM 


COKOJI 

Cjibimy xoporno - npuroTOBTecB k npneMy 
3AHI.I 

Totob k none My - nepe^aBaMTe 
H 3 anq - IIpHeM 
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o) Transmission of Messages 

! 

Plain language messages wore dictated; abbreviations, 
names of places, surnames and difficult words were spelt. 

During the last years no uniform speller-alphabet was etoployed, 
for inatanbe ihbtead of the 'usual HIIKOJiaft for H » 

HHHa, HafleaflaJ .'HHKWf>op etc 

turned Up, Prom the employment of unusual Christian names 
as spellers, the wireless operator and thereby the wireless 
station, also, were reoogniaed when a change of cover names took 
place. The two-figure groups were Sent either as two digit 
numbers with-a apaoe between:- 

24 56 12 - flBaftHaTi neTHp.e. pas^eji h ftHTB^ec/iT meCTh - 
paafleji - flB6Ha/maTB - pa3fle;i 

or as two digit numbers followed by a repetition of the tens 
and up^ts of the number separately* 

^BaffpaiB, .Merapp - ^Ba Merape r nHiibfledflT taecTB - iihtb 
mecTB - ,nB6HaffHaTB - ejpiHPma / o^hh/ flBa 

Three and four figure groups were sent without a ^?acd 
- first the fxgure group and then a repetition of it, giving 
the respective hundreds, tens and linits nunbers separately. 

These figures ward sent either as**-* 

oflHH - flBa, - tpn..- ■qeTHp© - imtb - rnectB - cgmb - 
BOC6MB - flGBA'PB - HOJIB 

or asj- 

eflHH^pa - flBoRKa - TpoftKa - tieTBepKa - nflTepKa - MeCTepKa 
ceiiepica - BOCBMepwa - fleBHTKa - hohb 

The etxpresaiom nOJITMHHHK was occasionally used 
for the figure "5 " 
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Ebcan^la of a mesa age j 

COKOJI , 

law paflHorpaMMV. PafluorpaMMa N? 178 131 rpynna I6.7 r ,43 

KOBJIOBCKOMy. •• ‘ '■ 

140 - cto copoK - ©fl.iHHija ReTBepna hojib~- ' P23 ---cTt flBafl- 

85K 857 625 

867 756 746 524 201 OnraOKa - 210 flBecTH flecflTB - flBofiKa 

effHRHIia HO Jib - 

flaw fla^Bme 746 968 756 746 978 857 625 746 857 968^756 524 
476 587 978 746 625 756 847 968 857 746 756 847 968 857 756 
465 - KaK npHHHMaemB-fl Cokoji - IIpneM 

3A m .... 

npHHHMaw x#ponio - flaBaE flajiBme 

COKOJI 

law sajiBme - 867 857 746 958 726 746 857 746 968 756 625 
857 746 756 726 978 867 756 645 867 978 857 746 625 867 756 
978 867 756 847 978 867 756 746 857 746 625 645 867 958 


.flafiT© KBHTamjHW - H Cokoji - IIpaeM 


The request for reoeipt may be omitted, If a reoeipt is 
asked for, the oooplete message is usually, repeated by the opposite station. 
If the message is incompletely reoeived the transmitting station 
is asked to repeat the message from a oertain group. These requests 
were made in the oase of longer messages in the pauses, and in the 
oase of shorter messages only after the complete text had been sent 
since transmission is not broken. Circulars were transmitted by 
R/T in exootly the same way as by morse traffio. The subordinate 
stations were colled one after the other and after the transmission of 
the message were similarly checked. Procedure abbreviations usual 
in other kinds of traffio were also used in R/T traffic. The old 
Russian procedure abbreviations too, whioh had been replaced by the 
international ones in morse traffio, were retained in R/T traffio. 

For example i- 

CK - CBH3B KOHRaW 
nil - npKHBJI nOJIHOCTBKJ 

OX - ciiHiny xopcioo 

IIP - npHMHT© paflHorpaMMy 

JFK - flaftTe KBWTaHUHW etc. 

In addition the international procedure signals suob as: 


mop - hmji - ok eta., were also used. 
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In addition to the W/T aonneotionB between the larger ! 
towns of the U.S.S.R., R/T was also employed for the transmission 
of information. These R/T lines were not very numerous. The 
following links existed in the middle of 1943* 

Mosoow - Leningrad 

Moscow - Irkutsk 

Alma Ata - Tasohkent 
Mosaow - Alma Ata 
Alma Ata - Tsaheljobinsk 

I aannot reoall whether other links existed or what they could 
be. These links were at the disposal of the higher of the 
Red Arny and a few Peoples Oomiseariats. They were oonneoted directly to 
the telephone networks of these organisations so that it was easily 
possible from the telephone hetwork of one of these authorities in 
one town to contact every network subscriber of the corresponding 
authority in every other place to which there was a B/T link. 

The stations operating this service were on the whole, very 
powerful. The frequencies used by them were chiefly between 8 mas and 
15 mcs. Traffic was carried out along roughly the following 
lines;- At an agreed time the operator of one of the Stations began 
to coll the opposite station with international (open, fixed) 
callsigns, e.g. 

pmk 3flect prn - Kak cjihiiritg OTBe^aftTQ eto » 

The opposite stati< n visually answfers insnediately (on another frequency) 
witn the corresponding oountet-onil. As a rule the . transmitters were 
only switched on (:s Was usually, the case in military R/T links) when 
someone was speaking (Hapuk modluation) . When a satlsfacrkoiy 
connection between stations eras made either a subscribers number was 
asked for by the operator or the inverting apparatus was switched on. 

Up to the end of 1942 conversations were mostly carried on in 
clear; open conversations then became fewer and fewer, until by the 
end of 1943 they had almost completely disappeared. I know nothing 
about the content of the conversations. Inverted transmissions 
were picked up twice; the aooustio picture on a magneto-phone thpe; 
the picture of the oscillations in the usual way by means of a oathods 
ray oscillograph on a synchronized moving film. Until the end of 
1943 two simple unvarying inverting methods were used: 

1) Superimposed modulation of several audio frequencies on the 
transmission. 

2) Artificial raising of the amplitudes of the harmonics of speech 
(addition of a non-linear distortion coefficient ((Klirrfaktor)) )• 

These methods oould be solved without difficulty with the help of 
(aooustio-eleatrioal) harmonic analysis. Nothing was heard in either 
open or inverted transmissions of an alteration of the inverter 
device (such as may be effected in the oase of the ojrpher teleprinter 
used in Russian FF5 traffia) . 
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At the beginning of 1944 the method of traffio procedure, 
os well aa inversion on all lines, was changed. 

At the same time the individual lines were goined together / 

into a network and the latter was still farther developed. The 
individual stations had, by then, more than one (usually two or 
three) transmitters for simultaneous traffic with various 
stations. Nothing more wos known concerning the locations of 
the newly joined stations since owing to the advanced state of the 
war no great importance was attached to the X traffic any longer and the 
stations were only monitored as for as seemed necessary to solve the 
new inversion methods. 

Prom now on international coil-signs were not used for the 
traffic, but instead only internal (arbitrary, changing) call-signs 
(e.g. g7o, 9np etc.,). The starting up of traffic was no 
longer* carried out by the operators in the Russian language 
but in English or Prench instead. When the connection had been 
made the inverter was immediately switched on; no further open 
conversations were observed. 

On various occasions whole transmissions were relayed, e.g. 

Moscow is linked to Irkutsk but is, however, badly received there. 

The link Irkutsk - Alma Ata, which likewise has Just been set up, 
is good, Moscow, who can also listen-in on the Irkutsk - Alma Ata 
link, requests Alma Ata to pass on its transmission. According to 
the urgency of the Mosoow call Alma Ata either interrupts its traffic or 
else finished it and lets the Mosoow conversation go over its transmitter 
without inverting again. Alma Ata, therefore, operates as a 
relay station. The Mosoow transmission is then audible on two 
frequencies. 

The new inversion system is quite distinguishable outwrraly 
(audibly) from that previously employed in that every time the 
transmitter is switched on (that is every time a subscriber^ begins to 
speak) a short pulse of about 250 ndlliseos duration of a oonstant 
audio frequency is radiated. A pause of the same length 
then follows during which the carrier frequency is not emitted. 

Thereupon the actual inverted transmission aonmenoed. 

The (acoustic-electrical) harmonic analysis of the film, reoorded 
as described above, showed neither hermonios nor formants, from which 
it was concluded that a "cutting-up" of the oscillation (in the 
direction of the I axis) and its "jumbled" reconstruction was the 
method used. 
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The assun^tion of the "juntoling" led in turn, of necessity, to the further 
assumption of a process which repeated itself periodically. Thai; is 
to spy, on osoillation whioh oooupies the period of time "t” ia 
split up into n parts; after the expiration of this oscillation a 
further osoillation, whioh takes the same time, is divided into the 
sane number of sections. Expressed technically' it is a "outting-up" 
of the osoillation by means of a distributor with n se^nients. 

The number of segments and their* sequenoe and from that the speed of ' 
rotation of the distributor arm now had to be discovered. By dint of 
extraordinarily protracted testing of the " strip” contoination (with 
various widths of strip), the number of segments was found to be 18 (?) Alid 
the nuiriber of revolutions to be kOO rpm (?). I cannot femeniber the 
segment sequence. 

A very high degree of 1 synchronism of the distributor arn^i must 
be demanded since the individual "strips" were oertainly very narrow. 

There ia no syncnronisatioh correction (as used in the; multi -ohannel ' 

FF 5 system of the Russians). The following explanation for the 
synchronism of the distributor arms was arrived at The driving 
motors of the arms in the transmitter and receiver run during the 
entire traffic period. By means of the short pulse at the 
beginning of each part of the transmission an eleotro-magnetio 
coupling is activated, and this sets the distributor arms in 
rotation. After the transmitter is switched off the distributor 
arm always returns to a oertoin initial position, whioh, from the 
technical point of view, is easily oarried out. The synchronisation of 
the motors in the transmitter and reoeiver can, naturally, only 
be maintained for a certain time. This; however, does not present 
any particular difficulty since the character of the traffic is 
such that a person only speaks for a short time (usually only about 
30 seoonds) . 

The difficulty of storing speech "impulses" makes it seem 
probably that magnetophone tapes were used as store rs. There would ■ 
then be one magneto phone tape to each segment, which would 
take over the storage of the speech "impulse" belonging to the 
segment. With the help of a seoond distributor the parts of the osoillation, 
traced on the individual tapes, would have to be rearranged and the 
osoillation reconstructed. The speed of revolution of the distributors 
on one hand and of the individual tapes on the other hand would have 
to be exactly the same so that the complete reading off of the 
parts of the oscillation from the tapes was guaranteed. The traffic 
would then be pioked up according to theBe principles. These are only 
oonjeotures, naturally, It is not known if the inverter did 
actually work in this .manner. The apparatus may function in an 
entirely different manner. No attempt was made by the Germans to make 
a copy of the apparatus, because there was no time for it. 

The inverter systems were worked on by Dr. Lotze at Wa Pruef 7/lVo. 
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Call-3 igns 

The o all-e igna used in Russian army, air foroe and 
NKVD traffio down to divisional networks (i.e, - as far as 
all units whioh oaii appear in the wireless network of a division) 
had the general form XXB. In this X represents a letter of the 
Roman alphabet or a numeral with the exaeption of 0. B 
represents any letter of the Roman alphabet. Letters ouch as 

H , .. — K) , H , H & 9 appearing 

in the morse alphabet were omitted for purposes of camouflage. 

Similarly nought fO) was not used since it was sent in 
abbreviated form (as t) in Russian wireless traffio. Its use, 
therefore, might lead to confusion. 

The call-signs were taken from a call-sign bl-ook consisting of 
26 sheets each of 35^ « 1225 items. The last element of the oall- 
sign (XXB) indicated the page of the block (26 pages corresponding 
to the 2Z letters used), the first (XXB) indicated the row 
(horizontal) and the second position (X3JB) the column (vertical) of the 
bigram square of 35 x 35 items (corresponding to the 35 letters 
and numerals used) The complete block therefore aontains 1225 x 26 
= 31®50 items (i.e, different callsigns) t Call-signs beginning 
with Q and Z were excluded ns they might be confused with 
procedure signals of the Q and Z code (qtc, qsl, zho, znn etc). 

One callsign block was retained for a fairly long time (presumably 1 

a year). It may be assumed that units of the arny, air foroe and 
NKVD took their oallsigns from one block, for by this means 
the simultaneous appearanae of the sent, callsign at different plooes 
was most easily avoided. Callsigns changed at intervals whioh varied in 
the different unit* from 3 to IV days. Stations whioh belonged to the 
same network changed callsigns simultaneously. 

Units whioh appeared in networks from regimental level inolusive 
downwards used oallsigns of the general fonn BBB in which B represented 
any letter of the Russian alphabet. These callsigns were formed 
from the oovemames allotted to* the units. If, for instanoe, a unit was 
allotted the oovemame " for a aeftain time, it would use 

the r ail signs awe, sza, sed etc*, in wireless traffio. No changes 
might be made in the sequence of the letters however. Cover names were 
so chosen that no confusion was possible, in the same way 
that callsigns whiah could be oonfused with procedure signals 
v/ere ruled out. These coll signs changed aat intervals of one day to a 
week, occasionally at the same time as the cipher system employed. 

Here, os everywhere else in Russian wireless traffio, there were 
exceptions. From time to time it was observed that wireless stations 
appeared whose call signs were varied only by the addition of a 
numeral. If these stations belonged to a division or higher formation, then 
they were several wireless stations of the same unit but if 
these oallsigns appeared with a small unit then they were individual 
aircraft, tanks or "Feuerzuege" (in the artillery) in communication 
with the ground station, the leading tank or the battery CC# 

The oallsigns of a few higher NKVD traffios and of the network of 
the "Artillery Reserve of the Supreme Command" were in some oases 
of four elements; neither taken from call sign blocks nor formed from 
oover names. 

In all intomal stato traffio (Aoroflot, NXRF, NKRM etc.) 
international call-signs wore used. 
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The Wireless Message 

In a wireless message one differentiates between the preamble, the 
address, the text, and the signature. The preamble is made up of the warning 
of the message, the message number, the number of groups and possibly 
the date and time handed in. The address is given either in plain 
language (very seldom in army wireless traffio), in special 
encoded form (in 2-figure groups in 5-figure traffic for example) or 
inoludsd in the encoded text (the most frequent method). The text of 
the message is either encoded (2, 3, 4 and 5-figure, 5-letter, 
mixed crc ups ) or in plain language. The signature is included in 
the (encoded) text in almost all army messages and does not, therefore, 
appear externally in the telegram. The wireless messages of the various ' 
traffias (army, air force, NKYD, internal state networks) are different 
in their outward appearance os follows 

a) Array Traffio 

1) ’ pr (or rg) (wo) nr 57 gr 00 vr 0450 - ivonowu - 

35 57 18 90 16 .. (not usual nowadays), 

2) qto nr 80 gr 75 (vr) 1020 (molnia) - adr naoalxniku 
svazi - 243 465 987 ... 


3) qto qsp 12b nr 64 gr 90 1425 - adr no2 - 243 800 
987 ... (toss-on message), 

4) qto nr 387 gr 100 o l( + ) - opersvodka 240012743 - 2431 

4098 3657 8576 

5) qto iz karuselx nr365 gr 46 1012 1215 - fonarx - 15280 

46573 10098 


Requerts for receipts in all the above examples are "qsl?" or 
previously (example l) "die?". The address is either in dear (seldom, 
see above) and contains the name, name with rank, unit - or if the’ 
name was not known the office or function (i.e. kooandiru divisii, 
naoalxniku sw&zi or abbreviated no2, nus, od etc) - or is encoded. 

The encoding of the address is oarried out either by ouver tables (e.g, 
in the form of a 2-figure group), by a Latin square code (e.g, 
in the form of more than one 2-figure groups) or by including it in 
the encoded text. ' 

Examples 

qto nr 65 gr 403 1200 - 25 36 19 67 74 83 00 15 200 

16523 *8820 

qto nr 65 gr 403 1200 - 46 - 2003 1882 1664 .... 

qto -r 65 gr 403 1200 - 243 365 911 255 


(+-) ol a oastx 1 a Part 1 
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b) Air Foroe Traffic? 

1) All the message preambles usual in Army Traffic. 

2) qto nr 46 gr 24 vr 2345 - avio - 3654 5876 0087 .... 

3) qtc nr 37 gr 46 vr 1425 - metao - 25436 47653 x2435 24xx1 

7x476 5S74 6 

4) qtc nr 24 - 1654 26 8000 sv 40 me 110 1215 - qsl? or qto nr 
24 - samolet protivnika me 110 kvadrat 165426 vysota 8000 

kura Ugo zap 40 gradusov vreria 1215 - qsl ? (Air Warning Message). 


o) NKVD Traffio 

1) pr nr 467 gr 87 vr 1000 nk 3654 288? 1024 .... .. 
2543 1210 7356 dk ? + 

2) qoo ? nr 356 gr 80 (vt-) 1415 nk 16542 37645 18726 
16548 12104 74653 qsl 7 + k 

3) qoo 1 nr 264 gr 56 1615 nk 29536 hUgfx qopaf 
..... yetue 22764 12104 74653 qsl ? + k 


d) Internal State TPaffjp 

1) iz dvusaly 367 34 0810 1530 to - rbfr aeroport gllibkinu ^ (Text) 1 
- gradusoo + 

2) fm habarovska (nr) 853 76 1 212 2200 ss - msk a/p kltSkvinu - (Text) -pbd 
polkovnik tamarenko + 

3) iz rbim ( Call-sign .) 65 80 1012 1245 • msk moricinu - (Text)-0020 + 


4) fm grk ( Gorki j) 653 69 0110 1450 - barnaul plUohkinu - (Text) - 
25/2 efremeerv + 


5) por 20 tnoskyy 2435 40 30/1 2400 - kujbychev glav.ieftesnab petrovu - 
(Text) - oozrek (Unit) ' martinovio 243/12 + 


6) 15 baku 2435 27 24/7 1 325 - msk noricomhimprom golxdsteijnU - 

(Text) - glav«yj invener akimov + 


Examples 1 ) to 5) ore from Aeroflot traffio, example 5) from nkrf 
(P eoples Commissariat for River Shipping) and example 6) from Postal 
Traffic. 



D0C1D: 3283552 


l j 

tot ancmM -a^L . -24- ticom/t-it? 

Poasing of Traffic in Army, Air Force and NKVD Networks . 

The intercept operators had a "Day Report" for listing traffios, 
into whiah all transmissions heard from Russian military wireless 
stations were entered. The Day Report was chiorly for the use 
of the Traffic Analysis Seaticn. The following were entered 
in it: Time of Intercept, callsigns, frequency, text, and remarks 
of the intercept operator. Prom a Day Report one oould see' the-i 
total traffio of a line or a network. The wireless sitreps were compiled 
from the Day Report. 


Example of a Day Report ; 

Freq. Intercept 

Time ICo/s. To From Contents ' ■ •Numbe r 









09 00 

3200 

12b 

le 

4rz 

qrk? qtd + 


02 

3220 

4rz! 

io 

12b 

ok qrk 3 qav + 


03 

3200 

12b 

le 

4rz 

ok? qrk? qto ga? + 


07 

3220 

4rz 

le 

12b 

ok qrk 5 ga + 


09 

3200 

12b 

le 

4rz 

ok - qtd nr 46 gr 

76 wr 0840- (S/P) 
qsl? pse k 

1 

23 

3200 

12b 

le 

4rz 

guhor qsl? nr 46 vw 4 


23 

3200 

4rz 

ie 

12b 

ok rpt nr 46 gr ot 20 







do 34 - ok? + 


28 

3200 

12b 

de 

4rz 

ok rpt nr 46 gr ot 2Q do 
34-(Ropoat of groups) 







qsl? ck? + 


34 

3220 

4rz 

de 

12b 

vw qrm rt>t nr 46 ot 20 
do 34 ok? + 


36 

3200 

12b 

de 

4rz 

ok os 10 (wait 10 mii1.)+ 


37 

3200 

abq 

de 

4rz 

qrk? qto mo Ini a -* . 
ok zhio? ga qpe K ' + ' 


39 

3290 

hxz 

de 

abq 


40 

3200 

abq 

de 

4rz 

ok - qto molnia nr 

25 gr 40 0925 - (S/P) 

2 






qsl? + k 


45 

4 6 

3190 

4rz 

do 

abq 

qsl nr 25 gr 40 ok - 'om 
qto? pse k 


3200 

abq 

de 

4rz 

ok tks nil qrx do 1200 
| ok? k 



47 

3190 

4rz 

de 

abq 

ok tks qrx 1200 gb + 


4 £ 

3200 

12b 

de 

Vrz 

zho? k 


49 

i 3220 

4rz 

de 

12b 

vy qrm qrk 'r 4 om sld 
no 140 ? C++) + k 


50 

3200 

12b 

de 

4rz 

ok bd alv wolnu 140 
ok? + k 


51 

3220 

4rz 

de 

12b 

ok sld + k 


53 

3500 

12b 

de 

4rz 

Zhc? ok? + k 


56 

3220 

4rz 

de 

12b 

ok qrk r 6 rpt nr 46 

gr ot 20 do 34 + 


57 

3500 

- 12b 

de 

4rz 

ok rpt nr 46 gr Ot 20 
do 34 - (Repeat of gtoups] 
- qsl? + k 


UGOC 

3220 

H-rz 

de 

12c 

ok qsl <a 46 gr 76 - 

qto? k 


02 

3500 

12b 

da 

4rz | 

ok nil qrx do 1200 wdlna 
128 ok? -k 



Remarks 
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Preq. 

Time Ko/s . Tc 

Prom 

Contents 

Intercept 

Number Romarks 


1004 

3220 

4rz 

la 

12b 

ok qrx 1200 + 


1200 

3200 

12b 







obq 

le 

4rz 

qrk? pse k 




v4g 





02 

3220 

4rz 

le 

12b 

ok qrk 4 qto? + 


03 

3190 

4rz 

le 

obq 

ok ora qrk r 5 vy, 







gd pse k 


03 

3210 

4rz 

le 

v4g 

ok qrk 5 qtr? + k 


05 

, 3200 

12b 







abq 

de 

4rz 

ok qtr 1207 - 24 




v4g 



35 75 09 24 23 - 







ok? + k 


08 

3220 

4rz 

da 

12b 

ok tks + 


09 

3190 

4rz 

de 

abq 

ok my tks znn + k 


09 

3210 

4rz 

de 

v4g 

ok nil + 



(+) The Z Code (High Speed Traffic) was used in addition to the 
Q code. 

(++) aid = go over to ... , alv <= I am going over to «... 

The number following sld or alv when multiplied by 25 gives the 
new working frequency. 


The Use of Cover Tables 

In messages of the divisional, regimental and battalion networks and 
also in plain language conversations, cover names were used for common 
military expressions and tactical measures. Some of these cover names 
were used uniformly on the entire front and for the whole period of the 
war, others, however, appeared only in certain sectors of the front, ajid 
were later changed. Some cover names which were used throughout 
the whole war lost their original purpose of a cover and became generally 
used "expressions". The following cover names con be included in 
this category: - 

Unit - X08/lifCTB0 

Unit O.C. - X03HHH 

"Stalin Organ" Salvo Gun - KaTKMa - MapBH PfBaHOBHa . eTC, 

The use of cover names did not present any great difficulties on the whole 
and the individual cover nomas were relatively quickly interpreted. 
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nHJIOTKa - tfepeaKa - Red Arniv Man (RotarntLst) 

HOTH - naJIKH - Infantry (infonterie) i 

KOpotfKa - KOpoCoqKa - Tank (Panzer) 

KOpotfOMKa - aMepHKaHKa - Wireless Set (Funkgetat) 

HHTKa - Line (Leitilng) 

nayK - Exchange (Vermittlung) 

nayTHHHHK - Line Layer (Leitungsleger) 

KOSejI - Machine Gun ( naaahinengewehr) 

K03CJI C KOSJIHTaMH - Ml wi th crew (Masohinengewehr nxLt Bedienung) 
MaKCHM MaKCHMOBIiq - Maxim MG (Maeohinengewehr "Makssim") . 
najIKa •- KapaH^am - Rifle (Gewehr) 

flJIIIHHaH naJIKa - Sharp Shooter Rifle (Saharf aohUtzengewehr ) 
CaHCaTB'OrOpOfl - To mine (VerntUnei} 

KyXH- - Artillery (Artillerie) 

3 ,r rtOTO^Ka - Tank Ammunition (Panzer Munition) 

CeCTpa - Battery (Batterie) 

JieneiEKa - mine (mine). 

MOKpHft - Dead man (Toter) 

JinryiUKa - Mortar (Gfanat*erfej$ 

COtfaKa JiaeT -Mortar firing (Grnnatwerfer aohieest ) . 
orypipj - Sheila (Granaten) 

KOpOBa - Gun (Gesohlitz) 
riOTOfla - Situation (Lage) 

KaK norofla What is the situation (wie iBt d« Lage) 

COJIHpe CB6THT - Everything all fight (alleS in Ordnung) 

KyJiaK - Pdint of main effort (Schwerpurikt) , . 

qepenaxa - Tractor (Zugmasohine) 

KOHpepT - Dfum Fire (TrommelfeUer; 

My3bIKa HrpaeT - Artillery firing (Artillefie Bokiesat) 


Abbreviations most frequently used in Traffic 
a). In the infantry 

CM - CTpejIKOBHft Kopnyc Rifle Corps 
CH - CTpejIKOBaa fiHBHBHH - Rifle Division 
CO - cop - CTpejIKOBaa OpHra^a - Ri fle Brigade 
cn - CTpejIKOBHft nOJIK - * Rifl0 TeglsJnt 


The following may stond before an abbreviation :- 

r - TBapfleftCKHit - Guards 

K - KpaCHO8HaM0HHblJi - Rd d Flog 
O - OTfleUBHHft - Independent 

for ins t once: - 

rc p, - rBapfleMcKan CTpejiKtBan ambusilr 

= Guards Rifle Division . 

Krcfl - KpacHOSHaMeHHaji rBap^eJicKaR CTpejiKOBan aubhshh 
=i Red Flag Guards Rifle Division 

orcfl - OTflejiBHaH rBapfleficKan CTpejIKOBaa hhbh 8 hh 
a Independent Guards Rifle Division 

KCfl - KpacHOBHaMeHHan CTpejiKOBan ahehshh , ' 

■ Red Flag Rifle Division 
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If units distinguished themselves in an undertaking they 
were granted a Special "Title of Honour" e,g. f 

KHeBCKan ahbhsxijx, opjioBCKa/i dpura^a 

Thu initicl letters of these titles also appeared in the abbreviation of 
the unit, e.g* 

HTCfl - KHTOMHpCKafl rBapfleflCK8UT CTpejIKOBEUI RHBH8HH 
'!)) In the oavalry: 

KK - KaBaJiepHftCKHi! K«pnyc - Cavalry Corps 
KR - KaBajiepHfiCKaH flHBH8WH - Cavalry Division 
KIT ~ KaBaJiepH^CKHK uOJlK’ Cavalry Regiment 

KB - KaBaJiepniJCKHii 9CKaRpOH - Cavalry Squadron 


oS with the Rifle Units 

tkk - rBapReftcKiift KaBa^epHfiCKirii Kopnyc 

. Guards Cavalry Corps 

kkk - KpacHOBHaMeHHbift KaBajiepnif ckh0 Kopnyc 

Ref Flag Cavalry Corps 

tkkk - TBapRetfcKHM KpacH03HaM9HHHK KaBajiepnii ckhK Kopnyc 
Guards Red Flag Cavalry Corps 


0 ) In the Tank Arm; 


Ta - TaHKOBan apMUH - Tank Amy 
TR - TaHKOBan RHBH3HH - Tank Division 
Til - TaHKOBhlJt nOJIK - Tank Regiment • 

T 6 - Top - TaHKOBan dpurafla - TQnk Brigade 


as with the infantry unit3 

TTdp - rBapReRcKan TaHKOBan dpuraRa - 

Guards Tank Brigade j _ 

rKTdp - TBapReScKan KpacHosHaMeHHan TaHKOBan dpuraRa - 

Guards Red Flog Tank Brigade 

OTn - OTffeJILHblH TaHKOBH# nOJIK - 
Independent Tank Regiment 
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d) With The Artillery 

afl - apTHJIJieptfftCKafl flHBHSIIH - artillery division 

an - apTHJIJiepHftCKHfi nOJIK - apTnOJIK -~artilleiy regiment 

ran - raytfunHblii apTHJIJiepHftCKHfi nOJIK - medium art. (howitzer) regt. 

ran - rBapseftcKHft apTHjmepHftcKHl! nojiK - 

guards artillery regiment 

adM - apTMJiJiepHfl oojibiiioK moiijhocth - 

medium artillery 

aprn - apTmuiepnH pe3©pBa . maBHoro KOMaHflOBaHHH - 

artillery reserve of the 'Supreme Command 
JJA - fiHBH8H0HHan apTHJUiepHH -divisional artillery 
IIA — nOJIKOBan apTHJIJIOpHH — regimental artillery > 

BA - daTa^BOHHan apTHJDiepHH -battalion artillery 
3A - SeHHTHan apTHJLnepHH - Anti-airoraft axtHlery 
3A®H - seHHThan apTHjurepHfl ocodoro Ha3Han6HHH - 

Anti-aircraft artillery for special employment 

Aim - apTtfjiiiepHB noflflepwcn nexora - 

Infantry dupport artillery 

Mnn - MMHOMeTH noflaepaKH nexora - 

Infantry support’ mortars 

AIIT - apTHJiJiepnn noflflep«KH TaHKOB - 
Tank support artillery 

AM - apTHjiJiepHH ^ajiBHero seftCTBHH - 
Long range artillery 


e) With the Air Foroe 

Ba - B 08 flyHlHaH apMHH - Air Arrry 
BK - B 08 flyiIIHblft Kopnyc - Air corps 
afi - aBHO flHBH 3 HH - Air division 

an - aBHO nOJIK — Air regiment 


similarly: - 

rafl - rBapflettCKaj; aBHO flHBHSHH - Guards Air Division 

jidan - nerKO-doMdapflHpoBocrHHK aBno nojiK - 

Close support AI:’ Regiment 

T( 5 an - TH».ejio-( 5 oM( 5 apflHpoBonHHfi aBiio nojiK - 

Long range bomber air regiment 

Man - IIlTypMOBOfi aBHO nOJIK - Ground attack 
airoraft regiment 

pan - pasBeflHBaTejiBHbift aBHO nojnc - 

Air Reconnaissance regiment “ 
nan* - HCTpedHTeJIBHBlft aBHO nOJTK - Fighter regiment 

yTan - vnedHO-TpaHupoBonHHS aBHO nojnc - 

Air Demonstration ((Lehr)) regiment 

pad - paftoH aBHO da 3 HpoBaHiin - 

Air base distriot 

dao - daea aBHO odcuyffliBaHHH - 

Airoraft Servioing Station. 
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f) With Signals Troops 

- daTajIBOH CBfl8II — signals battalion 

ode - OTflejIbHKfi daTajI50H CBH3H - 

independent signals battalion 
nC - ITOJIK CBH3II - 

w signals regiiuent 

Top - Tejierpa4)HO -CTpoiiTejiBHaH poTa - 
telegraph construction company 

T3p - Tejierpa^HO - /Te;ietf)OHHafl/ - SKcnjioaTaqnoHHan poTa,- 
telegrapty^ telephone operating company 

KCp — KadsjIBHO-CTpOIITO^IBHaH pOTa — cable construction company 

IJTC - UeHTpajILHan Tejiec]()OHHaH CTaHIJJlH - exchange 

OTC - OKOHeMHaa Tejietf)OHHafl CTaHIJHfl - end telephone Station 

ITTC - npOK.eKyTOHHaH TeJieAoHHan CTaHIJHfl - intermediate telephone 

station 

KTC - KOHTpOJIBHafl Tejie'tOHHan CTam^HH - control telephone station 
BTC - BOeHHatf Ueire^OHHa^ CT0.HqiIH - onry telephone station 
yHA-K - v HiiArm;irpoBaHHbift /Tetfe&OHHbiS/ annapaT HHHyKTppHHS 

Field Telephone with inductor call (universal pattern) 

yHA-$ - yHM(|)iiqiipoBaHHHfi / TQjre&OHHH#/ annapaT AommecKiifi 

Field Telephone with buzzer ooll (universal pattern) 

TAM - Tene$OHHbi?i annapaT MOmHBrfi 

High power telephone 
papiIH - pa^HO-CTaHqHH - wireless station 

TK - AK - PB - PCB - THim pafliiocTaHqn ft 

types of Wireless stations 
yC - yaejl CBA8JI - corrnunioations junction 
IiyC - HayanbHHK y3Jia CBH3II - oc of communications junction 
HC — HanaJIBHHK CBH3II — oc of communications servioes 
flP ~ fleaypHHit paflHCT - luty wireless operator 
H C - fleJIcypHBlft no CBH3H - Duty signals officer 
nBC - nOCT B08flyfflH0S CBH8H - Air Force Communications Station 
BHOC - B 08 flymHoe HadjnofleHne onoBememie n cehbb - 

Air Observer and Communications Station. 

IIC# - IIC - HOCT C(5opa flOHeceHHii - Report Collecting Centre 
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c) With HQ ’a 

HO I, /-2, -3, -4, -5, -6/ - Haqajn>HiiK‘nepBoro /B-roporo/ 

OT^ejia nrrada 

OO of the 1st (2nd, 3rd, eto.,) departments of the HQ, 

OJI - OnepaTIIBHUfi flenypHHi? - Duty Officer 

IDO - fflIi(|)pOBajI(3HHM OTfl0JI - Cypher Seotien 

00 — OnepaTHBHLill OT£0JI *• Operational Section 

KIT - KIT - KOMaHflHNft IiyHKT - Command Post (Battle HQ) . 


Sigint 

I 

The Soviet Russion command attached the greatest importance to 
Sigint. Owing to the strictest secredy instructions ahd effective 
security measures, very little could be learnt about the work df 
sigint end the development end organisation of signals troops. 

The pi«ture one was able to form of Sigint in the Soviet Union is, 
therefore, not complete and not absolutely reliable. Prom d few 
captured secret orders of the period from 1938 to 19V) (for 
instance; Ha CTaBJieHHe no paEHOpa8B0nK© ) and prisoners' 
statements one was able to gather the f; llowing:- 

Tho work of Sigint extended over four main divisions 

1) wireless Recce - pa^HopasBe^Ka - paHHonoflCJiyimBaHHe 

2) Direoticn finding - neJieHraij[HH 

3) Line Intercept Service - U^ftCJiyWHBaHHe 
A-) Spy Service - areHTypHan pasBesKa 

The wireless recce stations worked in the alosest liaisun with 
the direction finding stations. Their duty consisted of intercepting and 
evaluating the complete eneny wireless network. Generally speaking 
the operational area of the Soviet Russian wireless recce units is 
roughly 60 to 100 kms behind the front. The* reason for this 
is probably to safeguard the units f re m the possibility of being 
oaptured and to prevent important highly secret material from - 
falling into enemy hands. The main task of Soviet Russian Sigint, cs 
far ns one oould gathor from orders and prisoners' statements, is to 
acquire a knowledge of the grouping of eneny troops and their 
locations and eneny intentions and strei-gths, not from the texts of 
intercepted messages but from the wireless picture and the D/F results. 
The larger sigint units were with the HQ's of Fronts, armies and corps 
( panHOpa8B6flHBaTeJIBHI>ie pOTN = sigint companies). Divisions were 
only allotted smaller units fesBOflbl = platoons), which, however, knew 
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very little of the work of their superior stations fnr aeourity reasons. 

These were mostly only single close range D/F platoons, line interoept platoons 
or line intercept sections. It is possible that, in addition^ still 
smaller units whiah bei nged to divisions and regiments were enployed. 

Much attenti n was paid to the Line Intercept Service. Wo found 
numerous instructions and orders relating to the Line Interoept Service - 
the types, possibilities and the importance of monitoring telephone 
and telegraph reworks. 


The 

ft) 

b) 

c) 

d) 


following methods wore used in practioo: 


J 

Direct contact on to the lines by means of the listening'olips. 

Laying out c.'f line intercept loops [Lausohsohleif en ] 

Employment of line interoept earths [bausoherden \ 

Listening by means of lines which were left behind, 
camouflaged in an area ceded to the enemy. 


The Spy Servioe (areHTypHaH pa3BeflKa ) forms a 
special bronob of Sigint. Individual small sections, specially trained 
for this purpose had special tadk3 and they were put down in enemy 
occupied territory. They usually had the task of supplementing 
incomplete intelligence by their own observations. The results 
of the spy work were transmitted by means of a short wave set 

( cesep ). ’ 


The Sigint aontrol station is situated at General Staff, and presumably 
comprises Department 8 of the General Staff. It is the head, 
organisation of the whole wireless and line intercept servioe. 

This Department 8 ( OCOtfoe Ha3HaweHIie CB/I3II - OHC ) 
is split into three sub-departments ; - 



1) Main Interoept Station ( KpneMHH.fi HBHTp / nV, / ) 

The Main Intercept Station is presumably an interoept station 

for the wireless traffic of higher HQ's and special machine systems. 
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2) Evaluation ( IjeHTp 06pa60TK!I / IJO / ). The final 

evaluation cf the entire sigint material wns undertaken here. 

Sigint situation reports, summaries eto., were presumably 
oompiled here also. 

3) Cypher Department ( mnApOBaJILHHfl OT^ejl/lDo/ ) . The 

task of this department is de-coding end work on eneqy cipher systems. 


The sigint units of the Front, Army end Corps, HQ's are 
subordinated to "Department ONS". A sohenatio representation of this 
organisation results in the following diagram: 


Front HQ s 


Army HQs 


Corps HQs 


Divisional HQs 



The sigint units uf the army and corps HQ's are presumably 
subordinated to Department ONS direotly and indirectly ( ..©• via the next 
higher HQ). This simplifies communication to the control station. 

One sigint company (paftllOpaSBeiTHBaTeJIBHaH pOTG) each was 
subordinated to the Front, Army and Corps HQ's. The organisation onn be 
approximately represented as follows: 
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The Evaluation Department is in diroot dontnot with the 
operations end reoonaissanoe departments of the HQ. The link 
to QNS goes -cither via the HQ or direct. An intercept statJon 1 
with a fewD/F sets is similarly situated directly at the HQ. 
Approximately 2 platoons of the sigint company are sent forward, 
these are also equipped with intercept and D/F sets. 

The direction-finders work according to a Oonmand D/F 
procedure ( CHHXpDHHCtH nejieHTaiJIIH ■ ) a* 6 ^ reated 

by a Oonmand Transmitter which is situated at the HQ. Direction 
finders were very much used in the Soviet Russian sigint. This is 
probably explained by the foot that the machine cypher 
systems of the German army were difficult to break and most sigint 
results were obtained from the monitoring of wireless 
networks. D/F Jets were distributed down to divisional level and 
Line Intercept Sections were used in the front line by the 
divisions. 


Sigint Companies were not allocated to every high HQ but 
were only used in points of main effort and were always subordinated 
only to the QNS. It oould not tc determined how the work there was 
carried out. It can be assumed that Platoons 2 and 3 operated detached from 
the main intercept- station. Interception and monitoring over a larger 
art a was possible by this means. 

The strength of a sigint oompany was calculated to be up to 
180 men. (Platoons 2 and 3 are sub-divided into six to eight 
sections). The companies of the Front Staffs are probably larger 
than those of the Corps; also the number of sigint platoons in 
a company will have been correspondingly higher.. A sigint 
platoon is equipped with approximately 8 receiver^ and 1 or 2 
D/F sets. 


Organisation of the Intercept and D/F Stations 
Intercept Stations 

A representative selection of Russian Army wireless traffic 
oould be intercepted with 20 intercept stations as widely 
distributed as possible. Complete interception was naturally 
impossible ond not even necessary. An intercept station had, on 
the average, 20 working sites each with 2 receivers. Of these 15 
were usually employed in . monitoring already known important 
networks. The rest of the receivers were available for special tasks 
and recently identified networks. According to the size of , 

the commitment of the receivers, "nearoh areas" were allotted to them 
which were monitored for new army traffias. The band from 2*5 mos 
to 3*5 mcs, which produced the greatest traffic density, was 
divided among 10 receivers (a search area of 100 kcs to each 
receiver). The bond beneath 2*5 ntos, which showed a small traffic 
density, could be adequately ooverod by 2 receivers. The next 
highest band from 3 '5 rocs to 5*5 mos was sufficiently intercepted by 
5 receivers (500 kos to each reoeiver). The band from 5*5 mos to 
roughly 10 mos was adequately monitored by 3 receivers. During the 
day stations under 4 mos were mostly difficult to hear and the search areas 
were, therefore, shifted to the higher frequencies. By night the 
higher search areas were discontinued and the receivers thereby 
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mode available were given search areas in the lower bands. In 

general the day and night frequencies of the army wireless traffio did not 

show any great differences. Stations at a great distance from the 

point of interception, with frequencies lower than 4 rocs an! of 

average power were rx-stly difficult to hear or inaudible during 

the day. The difference in the conditions of reception in stunner 

and winter were also noticeable. 

Three types of receivers were used at intercept stations. "The 
pack receiver b (on ordinary receiver of medium sensitivity and 
selectivity, range 90 kos to 7095 kos) and wireless intercept 
receiver b (Fu.H.g. range 800 kos to 3800 kos) were adequate for 
army wireless traffic to army level inclusive. For wireless 
networks of the Front HQ's, NKVD administration networks and 
internal state traffics, wireless intercept receiver C was used, 

(Fu.H.o, range 36 OO kos to 27000 kos and Fu. H.b. are powerful 
super heterodyne receivers with good sensitivity find high 
selectivity. They are special sets for the intercept service). 

The olos e-range sigint platoons had in addition 3peoial receiving 
sets for the intercept!: n of S/T traffio (Fu.H.u ahd Fu.H.lrrfff). 

d/f 

On the average 3 to 4 v/F set3, which had to have a good 
D/F base-line, were employod to fix stations which wore to be 
recce 'd. The following static D/F stations (Adcock Goniometer) 
operated agtinst the USSR:- Kirkenes, Cranz and Barsen near 
Konigsberg, Prussia, Reiohshof in south-west Poland, Debreozin in Hungary 
and Constanza on the B-aak Sea. In addition each Sigint Comnander 
had 6 mobile long range D/F sets at his disposal* Orders for d/F's 
wer-j issued from the intercept stations. The wireless operator in charge 
worked in the intercept rooms and passed on the frequencies to be 
D/F'd, which were called out to him by the intercept operators, • to 
the D/F sets by means of a commend transmitter. A simultaneous D/fr'ing 
of a station by more than one (usually three) d/f Bats wis thus 
attained. Orders were also passed by land line but owing. to 
the delay this was only usual in cases of line bearings by D/F sets 
linked directly to the inter cent stations. A static D/F set 
usually received orders from two intercept stations. In 
addition close-range D/F sets were in operation, they were 
employed in close-range sigint and in the fighting against 
guerillas . 


Training of Wireless personnel 


The interoeption of the Russian Army wireless traffic did not, 
in general, demand any speoiol ability in taking troffio (reaeption t 
of morse signals). A speed of 100 letters a minute (i.«. 20 
words a minute) is adequate. Skill in taking figures is particularly 
important since Russian army telegrams ore almost exclusively figure 
messages. Knowledge of traffic procedure is also important. 
International procedure signals must be known also the chief 
characteristics which identify Russian Army wireless traffio - •- 
figure messages in 2, 3, 4 and 5 figure groups which are separated by 
an "r", no "breaking-in" traffio (i.e. the opposite station only replies 
when the station has finished its call or message). The appearance 
of words and abbreviations such as ot, do, na, aid, slv, which 
very frequently occur, unmistakably indicated Russian traffic; also 
the designation c;f the urgency in tho preamble (qto nr 112 gr 50 
1250 - roolnia -) easily permits Russian traffio to be identified. 

The air force had its own networks whioh were clearly distinguished 
from the general army traffio by the frequent transmission of 
weather messages (figure groups with "x" or another padding letter). 
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The NKVD networks were distinguished by well conduoted 
wireless and 4-letter call-signs. In place of "qto" they used 
the abbreviation "qoo?". The usual group separating 
sign "r" v7as often omitted in these networks. AH NKVD 
ires sages, whether 5-letter or 4 or 5-figure, had the date in the 
penultimate group. 

If the beginner had had two months instruction in taking traffics 
•end hod acquired some knowledge of wireless traffic routine, 
he oould generally be .posted to an intercept set as "second 
listerer" to an experi enoed operator. He would work here 
for two or three weeks under ocnstant supervision and instruction 
and in most arses would then be able to work on his own. 

Networks with good signols strength, which neither have a 
great amount of traffic nor transmit particularly quickly, were 
especially good for initiating wireless operators* After 
4 or 5 months the operator should be able to intercept the average 
type of traffic completely and without errors. 

For the reoeptic n of the internal state networks qualified 
people were needed* One hundred and thirty letters a minute (i.e. 

2o words a minute) would have to be able to be taken, even in face 
of bad keying, lew signals strength and interference* Skill In 
taking plain language messages, whioh comprised of the traffic 
token* was particularly important. A good knowledge of the 
procedure characteristics and some knowledge of the language 
(veiy slight, however) ore necessary. These are easily 
aaquired in the course of practioe in the troffia. 
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Tronalntions In the Appendices 
Beiloge 1 = Appendix 1 

Arneenetz mit einer Funkstelle = Amy Network with one Wireless Station 
von der Ilaohbararnee = from the neighbouring army 
*ur " 3 to the neighbouring army 

Panzer Brigade = Tank Brigade 

Sahweres Haubitzen Art. Reg, = Medium howitzer Arty. Regt. 

Funkstelle mittlerer Leistung (mot) = Medium poWered wireless station 

(motorised) 

Funkstelle geringer Leistung = Low powered wireless station 

Vermittlung = Exchange 

Tele graphe natation * Telegraph station 

Femspreohleitung = Telephone line 

Funkweg = Wireless Link 


Beilage 2 = Appendix 2 

Naohriohterrverbindungen einer SohUtzendiv = Signals Connections of 

a Rifle Division 


von der Naohbardivisicn 0 from the neighbouring division 

„ " A . „ . c to the neighbouring. division 

S oh we res Haubitzen Arty.Regt.* Medium howitzer Arty. Regt. 
Panzer Brigade c TDnk Brigade 


vom Nachbarregiment 
zum ” 


from neighbouring regiment 
to M " 


Sohlaohtfliegerregiment 

Art. Abteilung 

Divisions Artillerie 

von Nochborbataillon 
zum " 


Ground attack aircraft regiment 

Artillery Abteilung 

Divisional artillery 

from neighbouring battalion 
to " " 


Panzer Abteilung 


Tank Abteilung 


(Translators* WRL/KCK) 



